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AGENDA

UNIVERSITY OF HOUSTON SYSTEM
AUDIT AND COMPLIANCE

COMMITTEE MEETING

DATE: Tuesday, December 9, 2008

TIME: 1:45 p.m.

PLACE: University of Houston
3100 CulIen Boulevard
Athletics/Alumni Building
Meicher Board Room 100B
Houston, Texas 77204

Chair: Dennis D. Golden
Vice Cli air: Nelda L. Blair
Members: Jacob M. Monty

Welcome W. Wilson, Sr., Ex Officio

AUDIT AND COMPLIANCE COMMITTEE

I. Call to Order

2. Review and Approval of Audit Report and Financial A&C 1
Statements, University of Houston Charter School, FY 2008 —

University of Houston

Action: Approval

3. BOR Policy Revision — Code of Ethics — UH System A&C 2

Action: Approval

4. BOR Conflict of Interest Certification Statement — UH System A&C 4

Action: Approval

5. Board of Regents Policy — Identity Theft Prevention Program — A&C 10
UH System

Action: Approval
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6. Internal Audit Report— Briefing Booklet — UH System A&C 12

Action: Information

7. Institutional Compliance Status Report for the Three Months A&C 13
Ended September 30, 2008 — UH System

Action: Information

8. External Audit Reports — UH System A&C 18
• SAO Report 09-002 — Student Fees at Selected Higher

Education Institutions (excerpts)
• SAO Report 09-009 — Campus Safety and Security Emergency

Management Plans (excerpts)

Action: Information

9. Ethics and Conflict of Interest Policies — UH System A&C 34

Action: Information

10. Annual Fraud Prevention and Awareness Report — UH System A&C 35

Action: Information

11. Update on Analyses conducted at UH associated with the A&C 43
“Breakthrough Solutions” — University of Houston

Action: Information

12. Adjourn
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UNIVERSITY OF HOUSTON SYSTEM
BOARD OF REGENTS AGENDA

COMMITTEE: Audit & Compliance

ITEM: Review and Approval of Audit Report and Financial Statements, University
of Houston Charter School, FY 2008

DATE PREVIOUSLY SUBMITTED:

SUMMARY:

Approval is requested for the Audit Report and Financial Statements of the University of

Houston Charter School for Fiscal Year 2008. Certification of the audit and financial

information by the Board is required by the Texas Education Code, Title 2, Chapter 44, Section

44.008(d).

FISCAL NOTE:

SUPPORTING

DOCUMENTATION:

ACTION REQUESTED:

COMPONENT:

Audit Report and Financial Statements of the UH Charter
School for FY 2008 and Texas Education Agency required
Certification Form (under separate cover)

Approval

University of Houston

Q44 A47
\.<L. U / -

DIRECTOR, INTERNAL AUDITING Don F. Guyton

-

CHANCELLO Renu Khator

DATE

DAT

A&C1



UNIVERSITY OF HOUSTON SYSTEM
BOARD OF REGENTS AGENDA

COMMITTEE:

ITEM:

Audit & Compliance

BOR Policy Revision — Code of Ethics

DATE PREVIOUSLY SUBMITTED:

SUMMARY:

The purpose of the proposed revision to this policy is to require an annual conflict of interest

certification by members of the board affirming their compliance with their official oath and

specific provisions of Texas statutes related to ethical behavior.

FISCAL NOTE:

SUPPORTING
DOCUMENTATION:

Proposed Revision to BOR Policy 57.01, Code of Ethics

ACTION REQUESTED: Approval

COMPONENT: University of Houston System

DATE

ii/c/o
DATE

DIRECTOR, INTERNAL AUDITING Don F’. Guyton

Lc
CHANCELLOR Renu Khator

A&C2



57.01 Code of Ethics

57.01.1 All members of the board and all employees of the system and its
component institutions shall adhere to the highest ethical standards of conduct

reflected in state law and board policies.

57.01.2 The system code of ethics is comprised of the following components:

A. Statutory Standards of Conduct for State Employees, Section 572.051, Texas

Government Code;
13. the following board policies:
a) Academic Freedom (21.03)
b) Sexual Harassment (29.02)
c) Governmental Appearances (81.01)
d) Consulting and Paid Professional Service (57.02)
e) Dual Employment (57.04)
f) Nepotism (57.07)
g) Conflicts of Interest (57.08)

57.01 .3 All members of the board and employees of the system and its component

institutions shall be furnished a copy of the laws and policies comprising the code

of ethics at the time of employment or commencement of service and at the start

of each academic year. (05/1 7/0 7)

57.01.4 All members of the hoard shall annually sicn conflict of’ interest

QaJiL4iLc

specific provisions of i’exas statutes related to ethical hehavioi Formatted: Font: Not 8od
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UNIVERSITY OF HOUSTON SYSTEM
BOARD OF REGENTS AGENDA

COMMITTEE:

ITEM:

Audit & Compliance

BOR Conflict of Interest Certification Statement

DATE PREVIOUSLY SUBMITTED:

SUMMARY:

The board of regents conflict of interest certification statement meets the requirements of the

revisions to BOR Policy 57.01, Code of Ethics. This annual certification affirms the board

members’ compliance with their official oath and specific provisions of Texas statutes related to
ethical behavior.

FISCAL NOTE:

SUPPORTING

DOCUMENTATION:
Proposed Conflict of Interest Certification Statement and
related statutes

ACTION REQUESTED: Approval

COMPONENT: University of Houston System

f1
DIRECTOR, INTERNAL AUDITING Don F.”Guyton

CHANCELL R Renu Khator

/// /oy
DATE

DAT’E

A&C 4
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By signing below, I certify that I will abide by the following conditions during my term as a member of the Board of Regents

of the University of Houston System:

• I do solemnly swear that I will faithfully execute the duties of the Board of Regents of the University of Houston

System, and will to the best of my ability preserve, protect, and defend the Constitution and laws of the United

States and of this State, so help me God. See Texas Constitution Art. 16, § 1.

• I do solemnly swear that I have not directly or indirectly paid, offered, promised to pay, contributed, or promised to

contribute any money or thing of value, or promised any public office or employment as a reward to secure my

appointment or confirmation, whichever the case may be, so help me God. See Texas Constitution Art. 16, § 1.

• I will file a verified financial statement with the Texas Ethics Commission in accordance with Texas Government

Code § 572.022 through 572.0252. See Texas Government Code § 572.021.

• If I have a personal or private interest in a measure, proposal, or decision pending before the board, I shall publicly

disclose the fact to the board in a meeting called and held in compliance with Texas Government Code Chapter 551.

I acknowledge that I may not vote or otherwise participate in such a decision pending before the board and further

understand that my public disclosure shall be entered in the minutes of the meeting. See Texas Government Code §
572.058(a).

• I shall not:

o Accept or solicit any gift, favor, or service that might reasonably tend to influence me in the discharge of

my official duties or that I know or should know is being offered with the intent to influence my official

conduct. See Texas Government Code 572.05 l(a)(l).

o Accept other employment or engage in a business or professional activity that I might reasonably expect

would require or induce me to disclose confidential information acquired by reason of my position. See

Texas Government Code 572.05 1(a)(2).

o Accept other employment or compensation that could reasonably be expected to impair my independence

ofjudgment in the performance of my official duties. See Texas Government Code 572.05 l(a)(3).

o Make personal investments that could reasonably be expected to create a substantial conflict between my

private interest and the public interest. See Texas Government Code 572.05 1(a)(4).

o Intentionally or knowingly solicit, accept, or agree to accept any benefit for having exercised my official

powers or performed my official duties in favor of another. See Texas Government Code 572.05 1(a)(5).

o With the intent to obtain a benefit or with intent to harm or defraud another, intentionally or knowingly

misuse government property, services, personnel, or any other thing of value belonging to the government

that has come into my custody or possession by virtue of my office or employment. See Texas Penal Code

§ 39.02(a)(2).

Signature Date

Printed Name A&C5



Vernon’s Ann.Texas Const. Art. 16, § 1

Vernon’s Texas Statutes and Codes Annotated (.ulTcntness
ConstitutionofThestate of Texas 1876 LRcfs & Annos)

NAticle XVI. General Provisions
1. Official Oath

Sec. I (a) All elected and appointed officers, before they enter upon the duties of their offices, shall take the following Oath

or Affirmation:

“I,

_____________,

do solemnly swear (or affirm), that I will faithfully execute the duties of the office of

_____________

of

the State of Texas, and will to the best of my ability preserve, protect, and defend the Constitution and laws of the United

States and of this State, so help me God.”

(b) All elected or appointed officers, before taking the Oath or Affirmation of office prescribed by this section and entering

upon the duties of office, shall subscribe to the following statement:

“I,

_____________,

do solemnly swear (or affirm) that I have not directly or indirectly paid, offered, promised to pay,

contributed, or promised to contribute any money or thing of value, or promised any public office or employment for the

giving or withholding of a vote at the election at which I was elected or as a reward to secure my appointment or

confirmation, whichever the case may be, so help me God.”

(c) Members of the Legislature, the Secretary of State, and all other elected and appointed state officers shall file the signed

statement required by Subsection (b) of this section with the Secretary of State before taking the Oath or Affirmation of

office prescribed by Subsection (a) of this section. All other officers shall retain the signed statement required by Subsection

(b) of this section with the official records of the office.

V.T.C.A.. Government Code § 572.051

Vernon’s Texas Statutes and Codes Annotated Currentness

Government Code (jtjjnos)
Title 5. Open Government; Ethics CRefs&Annos.)
Subtitle B. Ethics
Nçjter 572. Personal Financial Disclosure, Standards of Conduct, and Conflict of Interest (Refs & Annos)

cliateL. Standards of Conduct and Conflict of Interest Provisions

— 572.051. Standards of Conduct; State Agency Ethics Policy

(a) A state officer or employee should not:

(1) accept or solicit any gift, favor, or service that might reasonably tend to influence the officer or employee in the discharge

of official duties or that the officer or employee knows or should know is being offered with the intent to influence the

officer’s or employee’s official conduct;

(2) accept other employment or engage in a business or professional activity that the officer or employee might reasonably

expect would require or induce the officer or employee to disclose confidential information acquired by reason of the official

position;

(3) accept other employment or compensation that could reasonably be expected to impair the officer’s or employee’s

independence ofjudgment in the performance of the officer’s or employee’s official duties;

(4) make personal investments that could reasonably be expected to create a substantial conflict between the officer’s or

employee’s private interest and the public interest; or

6



() intentionally or knowingly solicit, accept, or agree to accept any benetit tor having exercised the otticers or employees

official powers or performed the officer’s or employee’s official duties in favor of another.

(b) A state employee who violates Subsection (a) or an ethics policy adopted under Subsection (c) is subject to termination of

the employee’s state employment or another employment-related sanction. Notwithstanding this subsection, a state officer or

employee who violates Subsection (a) is subject to any applicable civil or criminal penalty if the violation also constitutes a

violation of another statute or rule.

(c) Each state agency shall:

(1) adopt a written ethics policy for the agency’s employees consistent with the standards prescribed by Subsection (a) and

other provisions of this subchapter; and

(2) distribute a copy of the ethics policy and this subchapter to:

(A) each new employee not later than the third business day after the date the person begins employment with the agency;

and

(B) each new officer not later than the third business day after the date the person qualifies for office.

(d) The office of the attorney general shall develop, in coordination with the commission, and distribute a model policy that

state agencies may use in adopting an agency ethics policy under Subsection (c). A state agency is not required to adopt the

model policy developed under this subsection.

(e) Subchapters E and F, Chapter 571, do not apply to a violation of this section.

(f) Notwithstanding Subsection (e), if a person with knowledge of a violation of an agency ethics policy adopted under

Subsection (c) that also constitutes a criminal offense under another law of this state reports the violation to an appropriate

prosecuting attorney, then, not later than the 60th day after the date a person notifies the prosecuting attorney under this

subsection, the prosecuting attorney shall notify the commission of the status of the prosecuting attorney’s investigation of the

alleged violation. The commission shall, on the request of the prosecuting attorney, assist the prosecuting attorney in

investigating the alleged violation. This subsection does not apply to an alleged violation by a member or employee of the

commission.

(g) to (i) Expired.

CREDIT(S)

V.T.C.A., Government Code § 572.021

Vernon’s Texas Statutes and Codes Annotated Currentness
Government Code (Refs & Annos)
Title 5. Open Government; Ethics (Refs & Annos)
Subtitle B. Ethics
pter 572. Personal Financial Disclosure, Standards of Conduct, and Conflict of Interest f&Ani)

chpiizi. Personal Financial Statement
* 572.021. Financial Statement Required

Except as provided by Section 572.0211, a state officer, a partisan or independent candidate for an office as an elected

officer, and a state party chair shall file with the commission a verified financial statement complying with Scions 5 72.022

through 72Q22.

V.T.C.A., Government Code § 572.058

Vernon’s Texas Statutes and Codes Annotated Currentness
Government Code (Refs & Annos
Title 5. Open Government; Ethics (Refs & Annos)

Ã&ç 7



Subtitle B. Ethics
Clp572. Personal Financial Disclosure, Standards of Conduct, and Conflict of Interest

C. Standards of Conduct and Conflict of Interest Provisions
4 572.058. Private Interest in Measure or Decision; Disclosure; Removal from Office for Violation

(a) An elected or appointed officer, other than an officer subject to impeachment under Article XV. Section 2. of the Texas

Constitution, who is a member of a board or commission having policy direction over a state agency and who has a personal

or private interest in a measure, proposal, or decision pending before the board or commission shall publicly disclose the fact

to the board or commission in a meeting called and held in compliance with Chapter 551. The officer niay not vote or

otherwise participate in the decision. The disclosure shall be entered in the minutes of the meeting.

(b) An individual who violates this section is subject to removal from office on the petition of the attorney general on the

attorney general’s own initiative or on the relation of a resident or of any other member of the board or commission. The suit

must be brought in a district court of Travis County or of the county where the violation is alleged to have been committed.

(c) If the court or jury finds from a preponderance of the evidence that the defendant violated this section and that an ordinary

prudent person would have known the individual’s conduct to be a violation of this section, the court shall enter judgment

removing the defendant from office.

(d) A suit under this section must be brought before the second anniversary of the date the violation is alleged to have been

committed, or the suit is barred.

(e) The remedy provided by this section is cumulative of other methods of removal from office provided by the Texas

Constitution or a statute of this state.

(f In this section, “personal or private interest” has the same meaning as is given to it under Article III, Section 22. of the

Texas Constitution, governing the conduct of members of the legislature. For purposes of this section, an individual does not

have a “personal or private interest” in a measure, proposal, or decision if the individual is engaged in a profession, trade, or

occupation and the individual’s interest is the same as all others similarly engaged in the profession, trade, or occupation.

CREDIT(S)

Added by t9973JLch7effScptlI99

V.T.C.A., Penal Code § 39.02

Vernon’s Texas Statutes and Codes Annotated (urrentness
Penal Code (Refs & Annos)
Title 8. Offenses Against Public Administration
‘JCliater39. Abuse of Office (Refs & Annos)
4’ 39.02. Abuse of Official Capacity

(a) A public servant commits an offense if, with intent to obtain a benefit or with intent to harm or defraud another, he
intentionally or knowingly:

(I) violates a law relating to the public servant’s office or employment; or

(2) misuses government property, services, personnel, or any other thing of value belonging to the government that has come
into the public servant’s custody or possession by virtue of the public servant’s office or employment.

(b) An offense under Subsection (a)(l) is a Class A misdemeanor.

(c) An offense under Subsection (a)(2) is:

(1) a Class C misdemeanor if the value of the use of the thing misused is less than $20;

(2) a Class B misdemeanor if the value of the use of the thing misused is $20 or more but less than $500;

A&4 8



(3) a (lass A misdemeanor it the value of the use ot the thing misused is UO or more but less than l,)UU;

(4) a state jail felony if the value of the use of the thing misused is $1,500 or more but less than $20,000;

(5) a felony of the third degree if the value of the use of the thing misused is $20,000 or more but less than $100,000;

(6) a felony of the second degree if the value of the use of the thing misused is $100,000 or more but less than $200,000; or

(7) a felony of the first degree if the value of the use of the thing misused is $200,000 or more.

(d) A discount or award given for travel, such as frequent flyer miles, rental car or hotel discounts, or food coupons, are not

things of value belonging to the government for purposes of this section due to the administrative difficulty and cost involved

in recapturing the discount or award for a governmental entity.

CREDIT(S)

Acts 1973, 63rd Leg., p. 883, ch. 399, § 1, eff. Jan. 1, 1974. Amended by Acts 1983, 68th Leg., p. 3241, ch. 558, § 7, eff.

Sept. 1, 1983. Renumbered from V.T.C.A., Penal Code 39.01 and amended by Acts 1993. 73rd Leg.. ch. 900. 1.01. elf

Sept. I. i22.

A&5C9



UNIVERSITY OF HOUSTON SYSTEM
BOARD OF REGENTS AGENDA

COMMITTEE:

ITEM:

Audit & Compliance

Board of Regents Policy — Identity Theft Prevention Program

DATE PREVIOUSLY SUBMITTED:

SUMMARY:

The Federal Trade Commission issued a regulation known as the Red Flag Rule under sections
114 and 315 of the Fair and Accurate Credit Transactions Act. The Red Flag Rule is intended to
reduce the risk of identity theft by requiring institutions to implement an Identity Theft
Prevention Program that includes reasonable policies and procedures to detect or mitigate
identity theft. Mandatory compliance with the Red Flag Rule requires the Board of Regents to
approve the initial written program. The purpose of this policy is to establish the framework for
the Identity Theft Prevention Program and to provide the necessary approval of the program by
the Board of Regents. The Red Flag Rule allows the Board to delegate responsibility for the
program to the Chancellor.

FISCAL NOTE:

SUPPORTING

DOCUMENTATION:
Proposed Identity Theft Prevention Program

ACTION REQUESTED: Approval

COMPONENT: University of Houston System

DIRECTOR, INTERNAL AUDITING Don F. Guyton

CHANCELLOR Renu Khator

DATE

I, /du/0 B
DATE

A&C 10



42.02 Identity Theft Prevention Program

The Chancellor, as Chief Executive Officer of the System, is responsible for ensuring the
implementation of an identity theft prevention program which adheres to the Federal Trade
Commission’s Red Flag Rule under sections 114 and 315 of the Federal Fair and Accurate Credit

Transactions Act. At least annually, the System-wide compliance officer prepares an executive
summary of all activities of the Identity Theft Prevention Programs of the component
institutions.

A&C 11



UNIVERSITY OF HOUSTON SYSTEM
BOARD OF REGENTS AGENDA

COMMITTEE: Audit & Compliance

ITEM: Internal Audit Report — Briefing Booklet

DATE PREVIOUSLY SUBMITTED:

SUMMARY:

The Internal Audit Briefing Booklet contains an Internal Audit Activity Outline, Internal Audit

Reports issued since the August 12, 2008, Audit & Compliance Committee Meeting of the Board

of Regents, and an explanation of the external review process and proposed peer review team.

FISCAL NOTE:

SUPPORTING

DOCUMENTATION:

ACTION REQUESTED:

COMPONENT:

Internal Audit Briefing Booklet (under separate cover)

Information

University of Houston System

DIRECTOR, INTERNAL AUDITING Down F. Guyton

CHANCELLOR Renu Khator

/ f/f /iY

DATE

DATI

A&C 12



UNIVERSITY OF HOUSTON SYSTEM
BOARD OF REGENTS AGENDA

COMMITTEE: Audit & Compliance

ITEM: Institutional Compliance Status Report for the Three Months Ended
September 30, 2008

DATE PREVIOUSLY SUBMITTED:

SUMMARY:

The Institutional Compliance Status Report summarizes the information provided by each
institution for their respective compliance functions.

FISCAL NOTE:

SUPPORTING
DOCUMENTATION:

ACTION REQUESTED:

COMPONENT:

Institutional Compliance Status Report

Information

University of Houston System

14
DIRECTOR, INTERNAL AUDITING Do F. Guyton

flL
CHANCELLOR Renu Khator

DATE

DAT

A&C 13



UNIVERSITY OF HOUSTON SYSTEM
INSTITUTIONAL COMPLIANCE STATUS REPORT

For the 3 months ended September 30, 2008

Institutional compliance activities at each university during the three months ended September
30, 2008 are as follows:

Activity UN/UI-IS UHCL UHD U}IV

Risk Assessments Completed 0 0 0 0

Risk Assessments Updated 2 0 0 0

Compliance Audits Conducted 198 0 2 3

Compliance Committee Meetings Held 1 0 1 1

Risk Mitigation Implemented:
Specific Control Activities (pol. & proc.) 21 0 26 14

New Training Program / Activities 2 0 3 11

Hot-line Reports:
Number Received during quarter 2 0 0 0

Reports Resolved during quarter 11 0 0 0

Unresolved Reports as of Sept. 30, 2008 2 0 0 0

UHS:

A system-wide meeting of the institutional compliance officers was held on July 16, 2008 to
discuss institutional compliance activities. Included on the meeting agenda were the following:

• Review of report to be presented to the audit and compliance committee on August 5,

2008
• Cooperative Problem Solving — Sharing of Ideas (discussion by all compliance

officers of major concerns / accomplishments)
• Presentation by Mary Cook — Facilitation of Institutional Compliance Committee

Meeting
• Presentation by Mike Glisson — Result of student auditors P-Card audits and P-Card

management reports
• Presentation by Emily Messa — Training monitoring update

UH: September 9, 2008 the Division of Research hosted an open invitation video broadcast
entitled “Good Customer Service” presented by the National Council of Research
Administrators.

The UH Department of Public Safety published the 2007 Annual Security Report as required by
the Jeanne Cleary Disclosure of Campus Security Policy and Campus Crime Statistics Act.

A&C 14
Page 1 of4



Environmental Health and Risk Management conducted regulatory training as follows:

General Laboratory Safety (Presented 6 Times)
Biological Safety (Presented 2 Times)
Biohazardous Materials Shipping
Bloodborne Pathogens (Presented 4 Times)
Principal Investigator Recombinant DNA
Radioactive Material Safety (Presented 2 Times)
X-ray Safety Training
Laser Safety Training
Online Annual Radioactive Material Safety Refresher
Online Annual Laser Safety Refresher
Online Hazardous Waste Procedures
Online Indoor Air Quality and Mold
Online Bloodbome Pathogens Refresher

Environmental Health and Risk Management conducted regulatory audits at 198 laboratories.

The department also completed the City of Houston registration process for grease traps, lint

traps and grit traps on campus. A project was also initiated during the quarter to repair or install

safety showers and emergency eyewashes at 12 locations in Science and Research I Building.

U}I Finance departments updated the mandatory role-based training courses for FY09. Faculty

and staff with related job responsibilities are enrolled in appropriate online training and must

complete it by December 31, 2008. The FY09 role-based training courses are as follows:

• Cash Deposit and Security Procedures
• Cash Security Procedures
• Credit Card Accounting
• Credit Card Data Security
• Credit Card Processing
• P-Card Cardholder
• P-Card Business Office
• Petty Cash and Change Fund
• Property Management Guidelines
• Travel Card Cardholder
• Travel Card Business Office

On September 23, 2008, UH Finance departments participated in the following national audio
conference: “Critical Issues in Unclaimed Property: Guidelines to Ensure Compliance.”

All UH credit card merchants completed a PCI (Payment Card Industry) Questionnaire to
determine their current level of compliance with PCI Standards. The PCI team reviewed all
questionnaires and notified each merchant whether any additional actions were needed to be
certified as fully compliant. The PCI team continues to work with merchants that are not yet
certified to achieve full compliance.

Page2of4
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UHCL: The quarterly meeting planned for September 11, 2008 was cancelled due to campus

closure for Hurricane Ike and was not able to be rescheduled within that quarter.

UHD: During the quarterly meeting:
• We reviewed our progress-to-date versus:

- Our FY08 goals and
- The “Components of and Effective Compliance Program”.

• We reviewed the goals for FY09.
• Subject matter experts gave reports on the identified institutional risk areas. The reports

highlighted failures detected by the monitored controls, actions taken to mitigate future

failures, training, new policies, procedures or regulations and new areas of compliance
concerns.

• Three areas were identified that will require a bottom-up risk assessment and the
completed development/redevelopment of a risk management plan.

• Other new areas of compliance concerns were discussed.

Policies have been updated effective September 29, 2008, on “Sexual Harassment”, “Staff

Grievance”, “Title IX and Other Discrimination Complaints” and “Cash Handling”.

Employment Services and Operations published the “Staff Handbook” that provides information
about LLHD policies, procedures, benefits and working conditions.

The current draft of the Employee Standards of Conduct Guide is currently under Academic
review.

Development of the UHD Institutional Compliance Website continues. Progress has been
slowed as UI-ID moves toward launch of its totally re-engineered web site (February 2009).

IT Risk Management Plan activities include the following:
• Initial training materials were developed to address several IT Risk Management Plan action

items aimed at improving protection of sensitive and confidential data available through
UI-JJYs information systems. They were reviewed in a pilot project during August and
September 2007. Enhancements will be made based on the pilot project and additional input
from application owners and the training will be delivered to faculty and staff

• Significant improvements in accessibility and ADA Compliance have been made to
universitys new web site (February 2009 launch).

• Results are pending for the TAC 202 Audit ofUHD Information Technology that took place
during May and June of 2008.

UHV: The quarterly campus compliance meeting was held on July Minutes are available
online.

During the quarter, notable compliance related activities included:

A&C 16
Page 3 of4



• Texas Veterans Commission audited the campus Financial Aid VA Program in August.

No findings were reported.
• State Office of Risk Management (SORM) conducted a two day on-site Risk

Management Program Review on July 15-16 and made two recommendations for

improvement along with several notable observations. (To view, scroll down to 18 a.
http :/.‘www. uhv.edu/Busi ness/CampusSafety. asp

• No known Hotline or other reports of fraud were received during the quarter.
• Formal Employee Weilness Program, outlined in UHV policy C-32, was approved.

• IT Policies G-2, Acceptable Use Policy for Technology Resources and G-4, Software

Management, were updated.
• Campus Business Continuity Plan was activated by the President as Victoria prepared for

Hurricane Ike’s landfall. UHV was closed from Thursday, 9/11 and re-opened noon,
9/15.

• The Office of International Programs began face-to-face orientations for students
participating in study abroad programs. Part of orientation addresses safety/risk concerns
when traveling abroad.
Annual mandatory SORM Indoor Air Quality training review for employees in certain
positions was coordinated by the Safety & Risk Manager.

• State Auditor’s Office, in assessment of UHV’s Business Continuity Plan, reported that
17 of 29 required NIMS elements were in the UHV emergency plan. Current plan will be
updated.

The information in this report is taken from a more detailed campus departmental report of
activities. The full report (Quarterly Report, 3rd Qtr Calendar Year 2008) will be available
October 10th on the compliance website:
http :‘ vww. uhv .edu/cornp liance/reports. asp

Don F. Guyton
System-wide Compliance Officer
October 9, 2008

Page4of4 A&C 17



UNIVERSITY OF HOUSTON SYSTEM
BOARD OF REGENTS AGENDA

COMMITTEE:

ITEM:

Audit & Compliance

External Audit Reports
• SAO Report No. 09-002 — Student Fees at Selected Higher Education

Institutions (excerpts)
• SAO Report No. 09-009 — Campus Safety and Security Emergency

Management Plans (excerpts)

DATE PREViOUSLY SUBMITTED:

SUMMARY:

The Audit & Compliance Committee Charter and Checklist, item number 13, requires the

Committee to review any significant findings and recommendations of the State Auditor and any

employed public accounting firm.

FISCAL NOTE:

SUPPORTING
DOCUMENTATION:

ACTION REQUESTED:

(0NI PONENT:

External Audit Reports

Information

University of Houston System

i

DIRECTOR, INTERNAL AUDITING Don . Guyton

L
CHANCELLOR Renu Khator

DATE

A&C 18



tate

John Keel, CPA
State Auditor

An Audit Report on

Student Fees at Selected
Higher Education Institutions
September 2008
Report No. 09-002

Ifice

A&C 19
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John Keel, CPA

State Auditor

An Audit Report on

Student Fees at Selected Higher Education

Institutions

Overall Conclusion

SÃO Report Na. 09-002
September 2008

The five higher education institutions audited

spent and transferred funds collected from 30

of 40 student fees tested in accordance with

applicable laws and policies.’ However,

improvements should be made to ensure that

all student fee revenues are spent and

transferred appropriately. The higher
education institutions audited included:

> Texas Tech University.

> Sam Houston State University.

‘ The University of Houston.

The University of Texas at San Antonio.

The University of North Texas.

Higher education institutions should improve

monitoring of student fee account balances.

At the end of fiscal year 2007, there were

accumulated balances in incidental student fee

accounts at alt higher education institutions

audited.

Background Information

The Texas Education Code grants higher

education Institutions the authority to

charge student fees to cover the costs

of privileges or services provided to
students.

During fiscaL year 2007, Texas higher

education institutions collected

$812,462,767 in fees from students (an

average of $1,948 per fuLl’time student

during the fIscal year).

From fiscal year 2004 to fiscal year

2007:

• Total student fees collected by all

Texas higher education Institutions

increased by 14.1 percent.

• At some higher education
institutions, total fees collected

Increased by as much as 139 percent.

See Appendix 2 for a list of specific fees

that auditors tested at each higher
education institution.

See Appendix 4 for excerpts from Texas

Education Code, Chapter 54.

Higher education institutions could interpret student fee requirements more

consistently if the Texas Education Code and internal policies were more

specific, A lack of specificity in the Texas Education Code and internal policies at

higher education institutions prevented auditors from determining whether certain

student fees were collected, transferred, and spent in accordance with applicable

laws and policies. The lack of specificity also led to inconsistent classification of

student fee revenue among the five institutions audited.

Laboratory fees tested at each higher educalion institution were treated as a single fee for testing purposes.

This oudit was conducted In accordance with Texas Government Code, Section 321.013 I.

For more Information regarding this report, please contact Verina EllIott, Audit Manager, or John Keel, State Auditor, at (512) 936-

9500.
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Higher education institutions should account for student fee revenue in a
manner that allows them to ensure they collect and spend funds in accordance
with applicable laws and policies. Higher education institutions receive funds
from sources other than student fee revenue and they often deposit these funds in
the sai-ne accounts as student fee revenue. This commingling of funds prevented
auditors from determining whether higher education institutions spent student fee
revenue in accordance with applicable taws and policies.

Key Points

Texas Tech University should account for student fee revenue in a manner that
ensures compliance with applicable laws and policies.

Texas Tech University (TTU) does not consistently account for student fees in
separate accounts, which prevented auditors from determining whether TTU spent
laboratory fee revenue, TECHniques Center fee revenue2,and Student Union fee
revenue in accordance with applicable laws and policies. However, TTU collected,
spent, and transferred three incidental fees and one designated fee tested in
accordance with applicable laws and policies.

Sam Houston State University should manage student fee revenue in a manner that
ensures compliance with applicable laws and policies, and it should ensure that it
spends student fee revenue appropriately.

Sam Houston State University (SHSU) commingled laboratory fee revenue with
other funds, which prevented auditors from determining whether SHSU collected
and spent laboratory fee revenue in accordance with applicable laws and policies.
SHSU also did not always appropriately manage and spend incidental fees in
accordance with applicable laws and policies. It collected, spent, and transferred
designated fees in accordance with applicable laws and policies.

The University of Houston spent most student fee revenue In accordance with
applicable laws and policies, but It should Improve its management of laboratory
fees and Its monitoring of fund balances in certain student fee accounts.

The University of Houston (UofH) appropriately spent and transferred most
incidental fees and designated fees. Auditors were unable to determine whether
UofH collected laboratory fees in accordance with applicable laws and policies.
UofH should improve Its monitoring of fund balances for incidental and laboratory
fees.

TTLJ’s TECHniques Center is an academic enhancement program within the Student Disability Services Office.

Ii
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The University of Texas at San Antonio spent most student fee revenue in
accordance with applicable laws and policies, but it should improve its monitoring
of fund balances In certain student fee accounts.

The University of Texas at San Antonio (UTSA) spent and transferred incidental
fees, most laboratory fees, and most designated fees in accordance with
applicable laws and policies. UTSA should improve its monitoring of fund balances
for incidental and Laboratory fees. In addition, auditors were unable to determine
whether UTSA spent University Center fee revenue in accordance with applicable
laws and policies.

The University of North Texas should improve its monitoring of fund balances in
certain student fee accounts.

The University of North Texas (UNT) spent and transferred incidental fees, most
laboratory fees, and designated fees in accordance with applicable laws and
policies. UNT should improve its monitoring of fund balances for incidental and
laboratory fees.

Summary of Management’s Response

The higher education institutions audited agreed with the recommendations in this
report.

Summary of Information Technology Review

The information technology component of this audit focused on the review and
testing of input controls, processing controls, and output controls for the
automated systems involved in the creation, bilting, and posting of student fees at
the higher education institutions audited. Additionally, auditors reviewed access
controls over the automated system(s) involved in the student fee process to
determine whether established Levels of access were appropriate for individual job
duties.

Auditors did not identify any significant deficiencies in the automated controls
related to the student fee process at four of the five higher education institutions
audited. However, one of the five higher education institutions had users with
excessive modification authority over fee tables. Specifically, users at UTSA had
excessive Levels of access to fee-related screens; this access would allow them to
create, modify, or delete fee information. Excessive levels of access increase the
risk that inappropriate data modifications could be made and create a tack of
separation of duties. UTSA corrected these users’ levels of access prior to the
conclusion of this audit.

ill
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Summary of Objectives, Scope, and Methodology

The audit objectives were to:

> Determine whether selected higher education institutions’ budgeting for and
distribution and expenditure of selected student fees are in compliance with
applicable laws, policies, and procedures to ensure that fees are assessed on a
cost-recovery basis.

> Determine whether selected higher education institutions that have any fee
accounts with unexpended balances at year-end have prepared justifications for
maintaining the balances in accordance with the cost-recovery nature of the
fees.

The audit scope covered a review and analysis of selected higher education
institutions’ budgeting, management, and expenditure of student fee revenues
collected during fiscal year 2007.

The audit methodology included collecting and reviewing information and
documentation, analyzing account information for selected student fees, testing
selected transactions, analyzing and evaluating the results of testing, and
conducting interviews with the audited institutions’ management and staff.

Iv
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Chapter 4

The University of Houston Spent Most Student Fee Revenue in
Accordance with Applicable Laws and Policies, But It Should Improve
Its Management of Laboratory Fees and Its Monitoring of Fund
Balances in Certain Student Fee Accounts

The University of Houston (Uo) appropriately spent and transferred most
incidental fees and designated fees. Auditors were unable to determine
whether UofH collected laboratory fees in accordance with applicable laws
and policies. UofH should improve its monitoring of fund balances for
incidental and laboratory fees.

Figure 4 shows the trend in total student fees that UofH collected from fiscal
year 2004 to fiscal year 2007.

Ftgure 4

Total Student Fees Collected by the Urnversity of Houston — —

[ Fiscal Years 2004 through 2007

$60,000,000

An Audft Report on Student Fees at Selected Higher Education Institutions
SÃO Report No. 09-002

September 2008
Page 14

$83,477,386

$74, 532.

$85,000,000

$80,000,000

$75,000,000
$70,969,158

$70,000,000

$65,000,000

20052004

Source: Unaudlted Information setf.reported by the University of Houston.

2006 2007
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UofH spent and transferred most incidental fees in accordance with applicable
laws and policies. However, it should improve its monitoring of account
balances.

Student Fees Audited at
UofH

Incidental fees:

Undergraduate Business
Services fee.

• College of Natural Sciences
and Mathematics Thesis and
Dissertation Binding fee.

- Engineering Resource fee.

• Physics Incidental fee.

• Application fee.

Laboratory fee;

Pharmacy Lab fee.

Designated fees:

Student Services fee.

Recreation and Wetiness fee.

Total Student Fee Revenue

During fiscal year 2007, IJof H
collected $83,477,386 in fees
from students (an average of
$2,907 per full-time student
during the fiscal year).

UoIH spent $510,788 (74.0 percent) of the $689,914 in Engineering
Resource fee revenue collected in fiscal year 2007, ending the year with a
balance of $305,018 in that fee account.

Uo ended fiscal year 2007 with a balance of $666,723 in the
Undergraduate Business Services fee account. UoH spent $546,181 (81.9
percent) of the available balance during fiscal year 2008 on seating,
blinds, and other items for classroom renovations. These expenditures
were for purposes other than “materials or services for which the fee was
collected,” as required by Texas Education Code, Section 54.504.

An Audit Report on Student Fees at Selected Higher Education Institutions
SÃO Report No. 09.002

September 2008
Page 15

r UofH spent and transferred most incidental fees in accordance with
applicable laws and policies.

Texas Education Code, Section 54.504, states that “the rate of an
incidental fee must reasonably reflect the actual cost to the university of
the materials or services for which the fee is collected.” However, UofH
had account balances in four of the incidental fee accounts tested at the
end of fiscal year 2007. Allowing unspent fee revenue to be carried
forward each fiscal year could result in the accumulation of balances. If
not considered when setting future fee amounts, this accumulation could
result in future fee rates being set too high. Specific account balance
information at the end of fiscal year 2007 was as follows:

• Uo±H spent $64,945 (57.2 percent) of the $113,586 in Physics
Incidental fee revenue collected in fiscal year 2007, ending the year
with a balance of$ 123,328 in that fee account. UofH plans to spend
those funds on new laboratory equipment, including computers,
printers, and scientific instruments.

UotH spent $16,362 (76.5 percent) of the $21,395 in College of
Natural Sciences and Mathematics Thesis and Dissertation Binding

fee collected in fiscal year 2007, ending the year with a balance of $9,750
in that fee account. UofH collected Thesis and Dissertation Binding fee
revenue at the end of fiscal year 2007; however, it did not make payments
for binding services until fiscal year 2008. UofH asserts that this time
frame is expected, given the natural business cycle of the services
involved.
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Information regarding the amounts collected and the account balances for
selected incidenta fees is presented in Table 2.

1
•1

Physics lnddentat Fee $ 113,586 5123,328

College of Natural Sciences and Mathematics Thesis and $ 21,395 $ 9,750
Dissertation Binding Fee

Engineering Resource Fee $ 689,914 $305,018

Undergraduate Business Services Fee $4,825,726 $666,723

Pharmacy Lab Fee Account
Balance and Revenue

Information

UofH colLected 527,002 In Pharmacy
Lab fee revenue during fiscal year
2007. UofH ended the fiscal year
with a balance of $140,679 in that fee
account.

Auditors were unable to determine whether UofH collected laboratory fees in
accordance with applicable laws and policies. Additionally, UofH should
improve its monitoring of laboratory fee account balances.

UofH spent laboratory fees in accordance with applicable laws and policies.
However, auditors were unable to determine whether UofH collected
laboratory fees in accordance with Texas Education Code, Section 54.501,

which states that laboratorj fee rates “may not exceed the cost of
actual materials and supplies used by the student.”

The reason auditors were unable to determine whether this fee was
collected in accordance with statute was because UofH made
expenditures related to pharmacy laboratory operations with funds
from other accounts, rather than with funds it collected from the
Pharmacy Lab fee. This caused an increase in the fund balance for

the Pharmacy Lab fee account. UofH spent $2,761(l0.2 percent) of the
$27,002 collected as Pharmacy Lab fee revenue during fiscal year 2007,
ending the year with a balance of $140,679 in that fee account. UofH
accumulated this balance to fund a planned update of its Pharmacy Skills
Laboratory.

(JofH appropriately collected, spent, and transferred all designated fees in
accordance with applicable laws and policies.

Uofi collected, spent, and transferred Student Services fees and Recreational
and Weliness fees as required by the Texas Education Code, Sections 54.506 1
and 54.528, respectively.

An Audit Report on Student Fees at Selected Higher Education Institutions
SÃO Report No. 09.002

September 2008
Page 16
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Recommendations

Uo{ should:

• Account for student fees in a manner that allows it to ensure that it collects
and spends funds in accordance with applicable laws and policies.

• Regularly review and determine whether it sets student fee rates in
accordance with applicable laws and policies.

Monitor student fee account balances to ensure that it continues to set
student fee rates in accordance with applicable laws and policies.

Management’s Response

Thank youfor the opportunity to provide comments in response to your
recommendationsfor the University ofHouston in your report on studentfees
at selected higher education institutions. The University ofHouston
recognizes its responsibilityfor the management offees levied upon students
and uses a comprehensive organization offee revenue and expenditures in the
University c chart ofaccounts to identfy the uses ofthesefunds. Additionally,
the University requires an annual report ofcollections and expenditures of
each fee which is then subjected to analysis and review. Finally, any newfee
or change to an existingfee is brought before the University Tuition and Fee
Committeefor recommendation to the President and to the Board ofRegents.
Our responses to your recommendations in your report on studentfees at
selected higher education institutions are asfollows:

Recommendation: Accountfor studentfees in a manner that allows it to
ensure that it collects and spendsfunds in accordance with applicable laws
andpolicies.

To ensure compliance with applicable laws andpolicies, the University will
modfy the existing trainingforfee management and reporting. The University
ofHouston establishes specflc cost centers in the chart ofaccountsfor every
incideiitalfee to monitor collection and expenditure ofeach fee, and requires
an annual review ofrevenue and expenditure by each cost center manager.
Reportingprocesses and training materials will be updated to emphasize
iden4flcation ofpotentially inappropriate expenditures and correction of
those expenditures.

Person responsiblefor implementing corrective actions:

Executive Director, Academic Budgets and Administration, University of
Houston

Tim elm e for imnplemn eiztation:

An Audtt Report on Student Fees at Selected Higher Education Institutions
SAD Report No. Q9.O

September 2008
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This action will be complete by December 3], 2008.

Recoin in endation: Regularly review and determine whether it sets student
fee rates in accordance with applicable laws and policies.

The University ofHouston will incorporate review of incidental student fee
rates into the college budget buildingprocess in order that rates are in
accordance with applicable laws andpolicies. The University ‘s budget cycle
forfiscal year 2009 will begin in December, 2008 and complete in Augus4
2009.

Person responsiblefor implementing corrective actions:

Executive Director Academic Budgets and Administration, University of
Houston

Timelinefor implementation:

This action will be complete by August 3], 2009.

Recommendation: Monitor studentfee account balances to ensure that it
continues to setfee rates in accordance with applicable laws andpolicies.

The University ofHouston will review its policiesfor ending balances in
studentfee cost centers to ensure that those policies are in compliance with
applicable law. Policy review will be completed by December 3], 2008 and
revisedpolicies will be incorporated into the fee review cycle forfiscal year
2009.

Person responsiblefor implenienting corrective actions:

Executive Director, Academic Budgets and Administration, University of
Houston

Timelinefor implementation:

This action will be complete by May 31, 2009.

As Audft Report on Student Feet at Selected HI8her Education nttitutions
SAC Report No. 09002

September 2008
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Emergency Management

Emergency management is the
continuous process of mitigating the
effects of and preparing for
emergencies and then responding and
recovering from emergencies once they
occur.

An emergency management plan
outlines concepts of operations for
coordinated efforts by alt responders to
perform emergency functions.
According to the Governor’s Division of
Emergency Management, “it has been
repeatedly demonstrated [that] pre
planning emergency operations saves
time in getting operations underway,
facilitates integrated effort, and helps
ensure essential activities are carried
out efficiently.’

Texas Public UnIversities

For the fall 2007 semester, 497,195
students were enrolled at the state’s 35
public universities, and 33,802 faculty
were employed by these universities.

Sources: Lacal Emergency Management
Planning Guide, Governor’s Division of
Emergency Management; and the Higher
Education Coordinating Board.

The State’s 35 public universities reported that 1,100 crimes were committed on or
around their campuses in 2006. These reported crimes included 657 burglaries, 96
aggravated assaults, and 67 sex offenses. Because of the variety of potential
hazards, it is important that universities take an all-hazard approach to emergency
planning and perform campus-specific risk assessments, testing, and monitoring to
increase the likelihood of an appropriate response in the event of an actual
emergency.

This audit was conducted in accordance with Texas Government Code, Secrion 321.0134.

Texas’s 35 public universities (universities)
have developed emergency management plans
for various potential hazards. The concepts
addressed In these plans and the
Implementation statuses of the plans differ
among the universities. State requirements are
unclear as to whether universities are required
to adopt National Incident Management System
(NIMS) standards, which are designed to
provide a consistent approach to emergency
management among differing agencies and
institutions. Additionally, the State does not
have emergency management requirements for
higher education institutions or a central point
of authority specific to emergency management
at higher education institutions to standardize,
coordinate, and monitor emergency
preparedness at the institutions.

The 35 universities have identified dozens of
potential hazards for which to plan a response,
such as threats of violence, weather, health
emergencies, and transportation accidents.
Among the events affecting Texas public
universities from January 2008 through August
2008 were a campus lockdown, a tropical
storm, hurricanes, Infectious disease cases, and
a serious boating accident that resulted in a
death.

For more information regarding this report, please contact Sandra Vice, Assistant State Auditor, or John Keel, State Auditor, at (512)
9369500.
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Key Points

Key elements arid implementation statuses of emergency management plans vary

among universities.

The universities have developed emergency management plans that differ in terms
of concepts addressed. Auditors evaluated the universities’ emergency
management plans using 11 broad categories of state planning standards most
applicable to higher education institutions. The majority of the plans reviewed
contained the recommended elements for three categories: concept of operations,
organization and assignment of responsibilities, and direction and control.

However, universities could improve their emergency planning activities in four
categories: emergency management plan approval and implementation,
identification of situations and assumptions, development and maintenance of the
emergency management plan, and consistent Identification of emergency readiness
levels. In addition, the universities are at various stages of implementing their
emergency management plans. While 30 universIties have completed emergency
management plans, only 9 of these plans have been approved by university
executive management. Five universities’ emergency management plans were stilt
in draft form. In the event of an actual emergency, an approved emergency
management plan that includes a standardized set of elements would allow
multiple entities to work together and coordinate a response.

Universities could improve their reporting of campus security and crime to better
comply with the federal Clery Act.

The federal Jeanne Clery Disclosure of Campus Security Policy and Campus Crime
Statistics Act (Clery Act) requires higher education institutions to disclose campus
crime statistics and security information to current and prospective students and
employees. The Clery Act also requires higher education institutions to publish
annual security reports that describe their campus security policies and contain
statistics regarding crime that occurred on and around campus. Texas universities
self-report this information to the U.S. Department of Education. There Is no
central reporting point at the state level to receive, analyze, and monitor this
information. For calendar year 2007:

> Two universities did not produce and distribute these required annual security
reports.

> Seventeen universities did not include all required information in their annual
security reports.

> Daily crime togs that auditors reviewed at two of the six universities visited did
not contain alt the elements required by the Ctery Act.

II
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Universities could take additional steps to increase their preparedness for

emergencies.

Universities have taken steps to prepare for emergencies such as reviewing and

updating their emergency management plans and implementing emergency

notification systems. However, universities could take additional measures to

increase their ability to effectively prepare for emergencies. Specifically,

universities could:

Include risk assessments in their emergency management plans.

Provide emergency training to all personnel with a rote in emergency response.

Increase the frequency of emergency plan exercises.

Universities have taken steps to mitigate their exposure to hazards.

To reduce the risk or potential loss from emergency events, universities have

Implemented a number of mitigation activities. These Include providing mental

health services to the campus community, offering education and outreach

programs, and Implementing physical security measures around their campuses.

Universities could enhance their mitigation efforts by training faculty, staff, and

students on emergency protocol and offering outreach programs on how to identify

students exhibiting at-risk behaviors. Auditors reviewed 20 previous reports on

campus safety produced by organizations and universities in other states; 90

percent of these reports included a similar recommendation.

Universities are not fully accessing emergency management resources currently

available to them.

A number of federal, state, and other resources are currently available to assist

universities in their emergency planning efforts; however, some universities are

not aware of or fully using these resources. For example, the U.S. Department of

Homeland Security and the Governor’s Division of Emergency Management provide

tools and checklists for developing emergency management plans. Additionally,

the Texas Engineering Extension Service and the Law Enforcement Management

Institute of Texas provide emergency operations training, white the Texas School

Safety Center acts as a clearinghouse for higher education-related safety

information. However, emergency management personnel at the universities were

not always aware of these resources.

Other states have recommended or mandated new campus security measures.

A number of universities, task forces, and state legislatures have reviewed the

status of campus security and recommended or enacted a variety of different

measures to improve campus safety at higher education institutions. Among the

most common recommendations are recommendations for higher education

institutions to:

Ill

A&C32



An Audit Report on

Campus Safety and Securify ErnerRency ManoQn1ent Plan.s at Texas Public Universities

LAO Report No. O9c,9

> Establish campus-specific emergency management plans.

> Conduct regular training and exercises of their emergency management

operations.

> Implement emergency notification systems to alert the campus community

during an emergency.

Explanation of Management Response

The recommendations in this report are not directed to the 35 public universities

included in this audit; as a result, auditors did not request management responses.

To ensure the accuracy of reported information, auditors provided each university

an opportunity to review the information about its emergency management plan,

annual security report, and significant Incidents. Auditors also requested and

incorporated, as appropriate, technical comments from the Governors Division of

Emergency Management.

The recommendations in this report require legislative action to enact and could

potentially affect alt Texas higher education institutions. Therefore, the

recommendations are directed to the Legislature for its consideration.

Summary of Objective, Scope, and Methodology

The objective of the audit was to determine if the State’s public universities have

designed and implemented campus safety and security emergency management

plans that include ongoing risk assessment, monitoring, and testing of the plans to

ensure an appropriate response in the event of an actual emergency.

The scope of the audit covered the current emergency management plans for

Texas’s 35 public universities and on-site reviews of emergency management

programs at six universities.

The audit methodology included reviewing emergency management plans,

surveying university personnel about their emergency management practices,

reviewing annual security reports, conducting site visits at six public universities,

reviewing recommendations from other reports about campus safety, and

reviewing other states’ laws regarding campus safety.
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UNIVERSITY OF HOUSTON SYSTEM
BOARD OF REGENTS AGENDA

COMMITTEE: Audit & Compliance

ITEM: Ethics and Conflict of Interest Policies

DATE PREVIOUSLY SUBMITTED:

SUMMARY:

The Audit & Compliance Committee Charter and Checklist, item number 23, requires an annual

review of the Ethics and Conflict of Interest Policies of the Board and each of the universities.

FISCAL NOTE:

SUPPORTING

DOCUMENTATION:

ACTION REQUESTED:

COMPONENT:

Ethics and Conflict of Interest Policies (under separate cover)

Information

University of Houston System

[) /44
DIRECTOR, INTERNAL AUDITING Don on

?ev1L
iNTERIM CHANCELLOR Renu Khator

DATE

/çJo
DAfE’

p
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COMMITTEE:

UNIVERSITY OF HOUSTON SYSTEM

BOARI) OF REGENTS AGENDA

Audit & Compliance

ITEM: Annual Fraud Prevention and Awareness Report

DATE pREffflJSI’ SUBMITTED:

SUMMARY:

The Audit & Compliance Committee Planner, Item 5.05, requires the Committee to evaluate

management’s identification of fraud risks, the implementation of antifraud prevention and

detection measures, and the creation of the appropriate “tone at the top” by reviewing an annual

report which summarizes the fraud risk analyses and related risk mitigation strategies.

FISCAL NOTE:

SUPPORTING

DOCUMENTATION:

ACTION REQUESTED:

Annual Fraud Prevention and Awareness Report

Information

COMPONENT: University of Houston System

DIRECTOR, INTERNAL AUDITING -
Ec FGuyton

INTERIM CHAN Renu Khator

DATE

Jl)? I-i
DAT
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University of Houston System

Annual Fraud Prevention and Awareness Report
FY 2008

The Audit Committee Planner, Item 5.05, requires the Committee to evaluate management’s

identification of fraud risks, the implementation of anti fraud prevention and detection measures,

and the creation of the appropriate “tone at the top” by reviewing an annual report which

summarizes the fraud risk analyses and related risk mitigation strategies, Listed below are the

reports from each component.

University of Houston and UH System Administration

In October 2008, Ui-I and LTHSA departments completed their fourth annual online Department

Fraud Risk Survey for FY08 to identify internal controls within their department that need to be

strengthened in order to prevent and detect fraud. In addition, processing units and other offices

that have a far reaching effect on campus operations (Purchasing, Payroll, Information

Technology, etc.) completed an Institutional Fraud Risk Survey to identify procedures within

their unit that may need improvement. The fraud risk surveys are completed annually to remind

administrators and unit heads of their responsibilities, so that they remain vigilant in fraud

prevention and detection.

For the second year in a row, all UI-I System employees will complete online Fraud Prevention

and Awareness training and Code of Ethics training. UH Finance created the content for these

courses, and radio personalities from KUHF provided the narration. Fraud Prevention and

Awareness training describes various types of fraud, steps to prevent it from occurring, and how

to report suspected fraud. Code of Ethics training covers various topics related to employee

behavior, such as consulting and other outside employment, conflicts of interest, and lobbying

and politics. Both training programs are designed to raise awareness of appropriate and

inappropriate behavior for LTH System employees.

Procurement cards (P-Cards) reduce the time and effort required to make small-dollar purchases

and decrease the number of employee reimbursements. However, P-Card transactions must be

carefully reviewed to ensure all transactions are appropriate and documented. All P-Card

cardholders are required to complete online training prior to receiving a P-Card and annually

thereafter, and administrators who review P-Card transactions are also required to complete

annual training as well. Beginning September 4, 2008, P-Card applicants are also required to

pass a criminal history investigation prior to receiving a P-Card.

Though department administrators are primarily responsible for reviewing the P-Card

transactions within their department, Accounts Payable increased oversight of P-Card activity in

the last quarter of FY08. Two students from the LTH Bauer College of Business were hired to

review P-Card transactions and report instances of non-compliance, such as inadequate

documentation or other violations of university policy. After three instances of non-compliance

involving unauthorized charges, the card is cancelled. Any non-compliance that appears to

involve fraudulent activity is reported to Internal Audit for investigation.

A&C 36
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Finally, LrH Finance maintains a link to fraud and institutional compliance frequently asked

questions on the Finance home page (www.uh.edu/financc), which includes instructions for

reporting suspected fraud and non-compliance through the MySafeCampus telephone hotline or

web link. Employees were also reminded about MySafeCampus in the Employee Focus and

Business Notes and News electronic newsletters, which are distributed by email to UH faculty

and staff

University of Houston — Clear Lake

The University of Houston — Clear Lake expanded its fraud prevention and awareness activities

with the formal establishment of the campus Institutional Compliance program on October 29,

2 002. On September 29, 2004, to comply with Executive Order #RP36, a fraud

prevention/awareness activity plan was submitted to the Governor’s Office. Our Vice President

of Administration and Finance is designated as the campus contact person for fraud and

prevention.

The university has made steady progress towards its fraud awareness goals. During new

employee orientation, new hires are made aware of our institutional compliance program, My

Safe Campus, and are shown the internal controls video. The campus has standards in place

when hiring new employees, including background checks of security sensitive positions and

verification of education credentials of faculty. UHS and campus Employee Standards of

Conduct policies are distributed annually by email to every employee so that they are aware they

are accountable to a code of conduct and high ethical standards. The University of Houston —

Clear Lake collects on-line External Consulting and Professional Services Reporting, Related

Party Disclosure, and the Expert Witness Forms. All employees have been informed that

suspected fraudulent or non-compliant activities should be reported confidentially by use of the

MySafeCampus hotline or MySafeCampus on-line reporting, or UT!CL mailbox 373. New

employees receive this information during New Employee Orientation.

The Director for General Accounting, Mr. David Kelling, CFE, CPA, for the University of

Houston — Clear Lake, developed a fraud survey that was implemented in the FY 2007 and FY

2008. Mr. Kelling completed 40 CPE hours directly related to fraud in FY 2006 and FY 2007 to

maintain his CFE. This assessment survey will be used as a tool to discover weaknesses and

strengths of each business unit’s internal controls.

On-line training was well received in the past, and University of Houston — Clear Lake agreed at

the July 25, 2006, meeting of the UIHS Institutional Compliance Officers to implement the on

line training on Fraud Awareness being developed by UHS. The University of Houston — Clear

Lake Compliance Committee completed an audit of Risk Assessments in FY 2007 on: Major

property damage/destruction, FERPA, Travel risks, and TDLR and in FY 2009 will be

evaluating:
• Expansion of Committee

• Optimization Forms Access

• Compliance section worksheets
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In preparation for the possibility of a Sarbanes for State Agency regulation, the University of
Houston — Clear Lake Compliance Committee Assistant attended Society of Corporate
Compliance and Ethics Conference for Effective Compliance Systems in Higher Education.

The FY2007 Overall Fraud Risk Assessment report for the University of Houston-Clear Lake
follows:

Overall Fraud Risk Assessment
University Of Houston — Clear Lake
January 5, 2007

Report Scope
Using the following fraud risk assessment rating system, 1 - Very Low (provides no apparent
opportunity for fraudulent activity excluding the existence of collusion and requiring no action),
3 - Low (provides a low level of opportunity for fraudulent activity and requires no action except
for weakness awareness), 5 — Moderate (provides a moderate opportunity for fraudulent activity
and requires a design strategy for improvement), 7 - High (provides a high opportunity for
fraudulent activity and requires design and implementation of strategy for improvement in the
near future), and 9 - Very High (provides a very high opportunity for fraudulent activity and
requires design and implementation of strategy for improvement immediately), recommended
control measures existing or not existing were rated for University of Houston - Clear Lake (“the
University”) for fraud risk categories (Information, General Accounting, General Resources,
Assets, Petty Cash and Cash Receipts, Inventory, Owned Vehicles, Accounts Payable and
Travel, General Purchasing, Purchase of Services, Human Resources, Payroll, and Computing).
A total of 93 recommended control measures were rated.

Fraud Risk Assessment Results

Sum of Fraud Average Fraud
Number Control Risk Assessment Risk Assessment

Fraud Risk Category Measures Rated Ratings Rating
Information 4 4 1.0
General Accounting 6 8 1.3
General Resources 6 6 1.0
Assets 5 5 1.0
Petty Cash and Cash Receipts 9 9 1.0
Inventory 7 7 1 .0
Owned Vehicles 5 5 1.0
Accounts Payable and Travel 6 6 1.0
General Purchasing 5 5 1.0
Purchase of Services 9 11 1.2
Human Resources 8 12 I .5
Payroll 8 8 1.0
Computing 15 19 1.3

Totals for the University 93 105 1.1
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Overall Fraud Risk Assessment Rating
Based on the fraud risk assessment results, the University as of January 5, 2007, has an overall
fraud risk assessment rating of “Very Low” to “Low.”

Finding And Recommendation
Finding: From the fraud risk assessment evaluation of Computing, it was learned that regular
reviews of internet browsing usage to detect excessive usage and reviews of websites visited are
not being performed.

Recommendation: To strengthen the internal control over employee usage of the internet, regular
reviews of internet browsing usage and websites visited should be performed to detect potential
excessive usage andlor fraudulent or illegal usage.

Overall Fraud Risk Assessment
University Of Houston — Clear Lake
February 20, 2008

The FY2008 Overall Fraud Risk Assessment report for the University of Houston-Clear Lake
follows:

Report Scope
Using the following fraud risk assessment rating system, 1 - Very Low (provides no apparent
opportunity for fraudulent activity excluding the existence of collusion and requiring no action),
3 - Low (provides a low level of opportunity for fraudulent activity and requires no action except
for weakness awareness), 5 — Moderate (provides a moderate opportunity for fraudulent activity
and requires a design strategy for improvement), 7 - High (provides a high opportunity for
fraudulent activity and requires design and implementation of strategy for improvement in the
near future), and 9 - Very High (provides a very high opportunity for fraudulent activity and
requires design and implementation of strategy for improvement immediately), recommended
control measures existing or not existing were rated for University of Houston - Clear Lake (the
University”) for fraud risk categories (Information, General Accounting, General Resources,
Assets, Petty Cash and Cash Receipts, Inventory, Owned Vehicles, Accounts Payable and
Travel, General Purchasing, Purchase of Services, Human Resources, Payroll, and Computing)
and were confirmed with the University’s Business Coordinators as either existing or not
existing. A total of 91 recommended control measures were rated.

Fraud Risk Assessment Results

Sum of Fraud Average Fraud
Number Risk
Control Assessment Risk Assessment

Measures
Fraud Risk Category Rated Ratings Rating

1n0rrnarion 4 4 1.00

General Accounting 6 6 1.00
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General Resources 6 6 1.00

Assets
1.00

Petty Cash and Cash Receipts 9 9 1.00

Inventory 5 1.00

Owned Vehicles 5 5 1.00

Accounts Payable and Travel (A) 6 10 167

General Purchasing (A) 5 7 1.40

Purchase of Services 9 ii 1.22

Human Resources 8 12 1.50

Payroll 8 8 1.00

Computing 15 19 1.27

Totals for the University 91 107 1.18

Note (A)
During Fiscal Year 2007, an Executive Director of ProcurernentPayables was named to manage

and supervise the Procurement, Accounts Payable, and Travel functions for the University which;

on the surface, would appear to be a violation of the “separation of duties premise’ of proper

internal control that states that no person should be assigned or have duties whereby they can both

perpetrate and conceal fraud. It was determined from a thorough review of the job duties currently

assigned to the Executive Director of ProcurementJPayables and the internal control procedures

currently in place under the authority of the Executive Director of ProcurementPayables that there

is not a violation of the “separation of duties premise.”

Overall Fraud Risk Assessment Rating

Based on the fraud risk assessment results, the University as of February 20, 2008, has an overall

fraud risk assessment rating of “Very Low” to “Low.” Also, it was confirmed from the formal

review and testing of the responses obtained from the University’s Business Coordinators that

adequate control procedures do exist to substantiate an overall fraud risk assessment rating of

“Very Low” to “Low”.

University of Houston-Downtown

The annual Fraud Risk Survey was conducted in June and July 2008. The survey was sent to the

heads of 42 departments and 39 surveys were completed in the allotted timeframe. (93%) The

missing responses were mainly due to changing department heads during the summer months.

Next year the survey will be sent primarily to the Business Managers to ensure that they are

involved in this process. The Fraud Survey is more a tool to remind the departments of all of

those requirements that must be completed and processes that must be followed during normal

operations in order to minimize the risk of fraud and to help detect and correct situations that

may be conducive to fraudulent activity.
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The policy statement for General Procurement Procurement Card has been updated to address

identified weaknesses and is pending final review’approval. All P-Card users are required to

attend annual training and sign a statement certifying that they understood the training and that

they will only use their P-Cards as appropriate per policy. Individuals not in compliance will

have a hold placed on their P-Card until the requirement is met. UHD has a position in its

Purchasing department that is dedicated exclusively to administration of the P-card program.

This individual reviews all P-Card transactions as they are submitted and forwards information

on questionable charges to the Director of Budget & Procurement and, if warranted, to the VP

for Administration & Finance.

The “Risk Evaluation and Planning System Survey” was completed as requested by the State

Office of Risk Management (SORM) prior to the on-site comprehensive review of our risk

management program in March 2008. The SORM representatives made several

recommendations on how UHD could improve and maintain the effectiveness of its program.

LTHD leadership has taken initial steps to dedicate more resources to ensure a viable

comprehensive risk management program.

The re-engineered UHD website that will be launched in February will have a heightened

MySafeCampus presence. A link to MySafeCampus will be available from numerous pages on

the revamped site, including Faculty and StafL Employment Services and Operations, and

Con tract Administration. Additionally, the Institutional Compliance Committee members

have been asked to raise awareness of MySafeCampus during meetings and in training sessions.

Information on the anonymous incident reporting system is also included in the New Employee

Orientation training.

The risk management component of the UHD Compliance Program was completed during FY08.

The process began with the identification of 170 risks. The Monitoring Plan, which covers 32

high impact risks, is considered best practice and was presented by the UHD Compliance Officer

during the June 2008 Conference for Effective Compliance Systems in Higher Education.

Subject Matter Experts report quarterly on the failures identified by the controls in place to

prevent and detect incidents of non-compliance. The report includes the cause of the failure as

well as actions taken to mitigate repetitive failures.

Training materials have been developed to improve the protection of sensitive and confidential data

available through IJHD’s information system.

University of Houston-Victoria

UH-Victoria continued its efforts in fraud prevention and fraud awareness during FY08 in

various ways. Campus fraud prevention and awareness activities remain integrated within

UHV’s Institutional Compliance Program.

As part of prevention and awareness measures, new staff continue to be introduced to fraud

prevention and institutional compliance as part of the new employee orientation program.

During the final part of the fraud awareness orientation, employees previewed a short film,

‘How Fraud Hurts You and Your Government Organization”, obtained from the State Auditor’s
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Office, which emphasizes the personal consequences of employee involvement in fraudulent

act i vi ties.

As a UHS component, UHV fully participated in the employee mandatory training program.

Employees were automatically enrolled in online Fraud Prevention and Awareness Training and

Code of Ethics training. Certain employees were also enrolled in the online Related Party

Disclosure module.

During FY08, employees and students were routinely reminded, via the monthly Campus

Incident Reports newsletter ( vw.LIh safeyjiianuai1ncnt14]Jjitin)to report

suspected fraud or other non-compliance issues confidentially through MySafeCampus online or

the 1-800 hotline number. For this reporting period, one incident of suspected fraud was

reported anonymously through MySafeCampus. Upon investigation, the incident was found to

involve fraud and resulted in the employee’s dismissal for fraudulent purchases using a

procurement card. To help prevent future incidents, control procedures were changed to require

detailed receipts to be obtained for credit card purchases and uploaded into PeopleSofi;

approving supervisors are now regularly reminded of their responsibility to review cardholder

purchases and supporting receipts for appropriateness. Additionally, the ProCard Administrator

now reviews the bank master credit card expense report in an effort to flag possible compliance

issues.

Financial Aid employees, for the second year, were required to sign a Standards of Conduct and

Conflict of Interest Certification. Each Financial Aid employee acknowledges a list of specific

activities that are prohibited and acknowledges responsibility to report any real or apparent

conflict of interest, violations of laws or regulations, fraud, theft or other financial aid

irregularities promptly.

In conclusion, the FY08 Department Fraud Risk Survey will be completed by December 15th

The purpose of the survey is to increase supervisor awareness, discover weaknesses in operations

and strengthen a department’s internal controls. Unit heads will be required to sign and

acknowledge their responsibility to comply with university policies and procedures and maintain

effective fraud prevention controls within their department.
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“Breakthrough Solutions”

This document describes the status of the University of Houston with respect to 5 of

7 “breakthrough solutions”, prior to any additional actions being taken as a result of

the recent initiative presented to university regents at the Governor’s Higher

Education Summit held on May 21, 2008. As described below, there are many

recurring processes and initiatives undenvay at UI-I consistent with these solutions.

We are in the process of considering appropriate modifications.

In a conference call held on June 16, 2008, Texas regents collectively decided not to

address solutions #6 and #7 given that these are expected to be addressed by the

Legislature and/or the Texas Higher Education Coordinating Board.

STATUS of UH

Solutions #1. #2 & #4 — Teaching Efficiency. Effectiveness. & Rewards

Scholars and Teaching

• L niversitv of I louston faculty members are more than teachers; they are scholars,

innovators, and explorers. 1hev teach their students how to be teachers, researchers,

explorers, innovators and entrepreneurs. They teach them how to think beyond

what has already been discovered.

leachine I xcellence

• l’he Lmersit’ of Houston expects and values high9uahty teaching by all

Instructional faculty members, be they tenured, tenure-track, or non-tenure track.

Student Satisfacm)n

• I ach student is encouraged to express his or her level of satisfaction upon

completion of each course. End of course evaluations are administered to give

students the opportunity to reveal and document their level of satisfaction with the

course materials and the tlualltv of instruction.

• leaching effectiveness, as evidenced by student evaluations, cuntributes data for the

annual merit review process for all facult members. The merit review process is

tied t a ticultv member’s annual salary.

University of Houston, 7/08
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• Ntudent satisfaction hndines contribute to faculty evaluatioiis:nd the identification

rt unities for tmpro ii instruction.

Public I)isclosure of Student Satisficnon Ratings

• Student satisfaction ratings of teaching performance are compiled for each instructor

by course and posted for public review in the urnversitv library. Students have access

to these ratings.

Monetary :\wards for Excellent 1’eaching

• liw Lniversitv of! louston leaching l:xcellcice .\wards for outstanding facult and

teaching assistants/fellows carry cash prizes of S5,00() for fiicultv and $1 ,00() for

teaching assistants/fellows. Eight Teaching Excellence awards arc granted to faculty:

four awards are reserved for exceptional tenure or tenure-track professors, two

awards are reserved for tenured or tenure-track faculty who teach University

Undergraduate Core Curriculum courses, one award is reserved for faculty who have

demonstrated excellence in innovative teaching using instructional technology,

possibly including hut not limited to hybrid courses, online courses, and instructional

television, and one award is reserved for outstanding Faculty who do not have

tenured or tenure- track positions, including Instructors, Clinical Laculrv, Research

Hiculty, .\rtist Affiliates, and Lecturers. l’here are txvc) awards reserved for teaching

assistants/fellows.

Teaching I .xcellcnce & Tenure

• lenure is awarded to a lacLilty member either upon appointment or following a

probationary period. lenure is awarded only after a rigorous review at the

department, the college, and the university level based on criteria including evidence

of teaching excellence.

• l’lw post tenure performance review process “intended to ensure that each tenured

faculty member consistently performs at an acceptable professional level” is utilized.

Ihis process provides recurring reviews of teaching performance.

Student I earn1ng Outcomes

• I .earning outcomes are defined for each program. ihe extent to which students

learn specified outcomes is regularly assessed. \ssessment finings contribute

information for improving teaching and learning.

I3niversitv of lIouston, 7/08
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Solution #3 — Split Research & Teaching Budgets to Encourage Excellence in

Research & Teaching

‘I eachine md Research mission

• \s a metropolitan research university, LI I is engaged in innovation, teaching,

knowledge generation, instruction, service, and commercialization. Teaching

excellence at L II involves linking inquiry to instruction, which is the unique mission

of a research university.

• Separating research from teaching would deprive our students of learning from

scholars.

I acuIty I .xpectations

• Faculty members are expected to conduct research and scholarly activities; effectively

teach new knowledge; and provide service to their communities. These integrated

activities are tracked through faculty assignments and reviewed annually.

• Research faculty are encouraged to use external research funding to support their

salaries during the summer, with the result of incrementing their annual salaries.

l3udgets

• Departmental budgets are primarily derived from srudcnt enrollment and

supplemen ted by research budgets.

• Separate budgets are assigned to grants, contracts, and sponsored research initiatives.

• lhe ( )ffice of Research is putting in place a formula for allocation and reallocation

of indirect cost funding based on whether or not the college or department met

specitic sponsored research targets.

Recognition

• .\nnually LI I publicly celebrates the research accomplishments of faculty with

monetary awards.

• Ienurc is awarded to faculty, either upon appointment or following a probationary

period, only after review at department and/or college as well as university level

based on criteria that include evidence of research excellence . .\nnual merit reviews

and resulting salary adjustments place significant emphasis on evidence of scholarly

acnvtrv. In disciplines where external funding opportunities exist, the amount of

external funding weighs heavily on faculty evaluations.

University of I louston, 7/08 3
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Solution #5 — Results based contracts with students

• ihe I. II degree signittes thai a person has not only acquired basic knowledge, hut

has learned how to innovate and explore in their field. It is the interaction with a

faculty of scholars that makes this possible.

Student SLicceSs intormation

• Student success is dependent nfl a student’s ability to access information, complete

degree and course requirements. 1.11 provides information to each student in

university catalogs, on web sites, and through advisement services.

• Students are provided with information on specific degree requirements by their

advisors, in admissions materials, catalogs, and the university web site.

Student “contracts’

• ( )nce enrolled students are provided academic advising to assist them in identifying a

planned program of studies to guide their completion of required and elective

courses. Program plans are signed by individual students. Program requirements are

posted on college and department web sites for easy access by students.

• lach I. ‘II Instructor provides a syllabus for each course. Syllabi specify learning

outcomes, course activities, and expectations for success.

I carning outcomes

• Consistent with the accreditation requirements of the Southern Association of

Colleges and Schools, learning outcomes are specified for each program, each

course, and subject to recurring assessment.

• L II paritcipates in the \oluniarv System of .\ccountability (VSA) and provides

in h )rmation to students and families on institutional performance related to student

success and satisfaction.

University of Flouston, 7/08 4

A&C 47


