
NO

NO

YES

YES

YES

YES

YES

WHY?

WHY?

WHY?

WHY?

WHY?

WHY?

WHY?

JOB SCAM OR ?JOB OPPORTUNITY

Legitimate companies  
communicate with their business  
email, not free email providers.

Is the email asking for
“urgent assistance”?

This tactic is used to lure people  
into the scammers’ trap.

Personal information, such as 
 gender and age, is not necessary  

for the hiring process.

This prevents UHS email protections  
from identifying the scam email.

These errors are a very common  
attribute of scam emails.
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CONCLUSION:  
this is HIGHLY likely  

a scam email

Report it !  
Delete it!

Verify it is a  
legitimate email.

Report as phishing  

or to verify an  

email send it to: 
security@uh.edu

Did you apply for a job with this  
company before receiving the email?

Legitimate companies do not  
send unsolicited emails about  

job opportunities.

Was the email sent from an  
official company email address?

Scammers try to trick people  
into acting fast without thinking 

things through.

Is the job promising a lot of money  
for a little bit of work?

Are you asked for personal information  
that is unrelated to the job or to  
send money or deposit a check?

Are you asked to communicate via text  
or from a different email address than  
the one where you received the email?

Are there spelling errors  
or grammar mistakes?

CONCLUSION:  
this is likely NOT  

a scam email


