










Internal 

Audit 
Report 

Number Report Title 

i\R2019-04 College of Natural Sdences 
and Mathematics, 
Departmcntut Reviews 

AR2019-05 Div1s1on of Research 
Dcpanmental Revic,vs 

AR.2019-18 UH Athletics, NCAA Rules-
Compliance 

i\R2019-18 UH Athleucs, NCAA Rules-
Compliance 

i\R.2019-23 LIHS Human Resource:; 

AR2lllY-23 U I IS Human Resources 

AR2019-23 UI IS lluman Rcscurc�s 

AR2019-24 D1v1sion of Adm1mstra11on 
and Finance. Departmental 
Reviews 

Action Total 

No. Actilill_S 

la 12 

6a 9 

2 3 

3 ) 

4 II 

5 II 

II II 

I I 

Est. 
Compl. 

Date 

12/1/2019 

12/31/19 

12/31/19 

12/31/19 

11/1/2019 

10/31/2019 

10/31/2019 

10/31/2019 

University of Houston System 

Internal Auditing Department 

Follow-up Status Report 

as of December 31, 2019 

Responsibility For Action 
Name/ Tiili, Entitv Action Tu Be Taken 

Risk Level: High ;\lledium Lo" 

Fred McGhee 
Executive Director of 
Business Operat10ns 
Dean's Olfice 

Elyse Dav,s 
D1v1s1on Administrator 
O1v1s1on or Research 

Momy Porter 
Senmr Assoc1a1e 

Athlcucs Dircrn1r for 
Finance and 
/\d1111n1strnt1on 
A1h]eqcs l)ep11r1u1c111 

Monty Porter 
Sernor Assouak 

Athleucs Director lor 
f-inar.cc and 

A<ln11n1s1mt1on 

Alhlct1cs Dcparune1u 

lnvonnc Montalbc.1no 
Vice Pres1denL 

Employmc11t Services 
and Operatiops 

Uwr:1 Srrnth 
Director 

J luman R�ourccs 

Laura Smith 
Director 
Human Resources 

Lisa Cunan 
Assistant Director or 
D1 vision Bus mess 
Operauons 
Facil1t1es Planning and 
Construction 

UH 

UH 

UH 

IJII 

Ul ID 

UHV 

UIIV 

lJl-1 

Implement the recommendations as 1dcntilicd in 
the College Technolob'Y Review. 

Prepare and approve cost center venfications ma 

limely manner. (TcSUH) 

Marntarn a cuncnt and accw·atc mvcntmy of' all 
,llhl�t,c apparel and cquipm�nt in SportSoli or 
other �1m1lnr sys1em. for each spon .. 

llpd;1tc tlie atlildic Jf)rarcl �nd ox1uipmcn1 
proct:dures to ;Wdress procedure, I() con1rol and 
monitor lhe receipt(,._ he1her purchased or 
donutcd). d1st1 ibution. tctum und d1sposnl ot 
studen1-atliktes Jpp,ud anJ equipment 

Implement a t.us,omer :,:;ali�faq1011 survey anU 
pn.1viUc: t!dditional �raleo tn11nmg to help t:valuate 
and enhance tile efficiency and cJlecti vencss or 
llumari n..�ources pn.)ccsscs. 

Prnv1c\e nddiuonal 'rako training. 

Update wrillen departmental procedures lot the 
workers compensation and develop wntten 
dcpanmcntal prot.;�ciurcs for compensat1011 

Prepare. approve. and adequately document cost 
center venlicallons tn a 11mely manner 

Status 

Action Complete 

Action Complete 

Action Complete 

Action Comp/ere 

Action Com11/ete 

Action Complete 

Actio11 Complete 

Action Complete 
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Internal 
Audit 
Report 

Number 

EM 2019 

EM 2019 

IT2019-0 I 

IT2019-IJ1 

IT2019-0I 

Il2019-0I 

Rego rt Title 

Emergency 
Management/Safely and 
Secun1y t\udll 

Emergency 
Management/Safety and 
Secunty Aud11 

UIIS Review of Oracle 
PeopleSoli System 

UHS Review of"Orncle 
PeopleSoli System 

UHS Review of Oracle 
PeopleSoli System 

U l-1S Review ol Oracle 
l'eopleSoli System 

Action Total 
No. Actions 

12 

4a I 2 

I 9 

2 9 

4 9 

6 9 

Est. 
Comp!. 

Date 

10/31/2019 

I 013112019 

11/30/2019 

12/31/2019 

12131/2019 

10/31/2019 

University of Houston System 

Internal Auditing Department 

Follow-up Status Report 

as of December 31, 2019 

Responsibility For Action 
Name / Title Entity Action To Be Ta� 

Risk Level: lli�h Medium Low 

Bruce l.cvy 
I-IRIS Manager 
Human Resources 

Cynthia Vargas 
Emergency Managemenl 
and Fire Safety Spec1alis1 

Keith Ma11m 
AVP/AVC. UIT 
Enterprise Systems 

Ma,y Dickerson 
AVPIAVC, IT Security 
and CISO 

Mary Dickerson 
AVP/AVC. IT Secunty 
and CISO 

Elie Block 
Director. EnteqJnse 
Systems 

lJI ID Break out a separale Emergency No11ficat1on 
System page 1n PeopleSoli for employees I.O 
update contac11nlon11auon or opt out of the 
emergency alert system. as wcl I as in order to 
ensure confidentialtty of their personal contact 
1ntonnal10n 

UI ID Conti rm tha1 an annual contirmauon/update of 
emergency ale1i contact infonna11on for 
students/employees exists lbr them to 
update/renew thetr emergency not1 ticat10n 
options at least annually, 

UH Update the Enterprises Systems Operations 
Guide to include guidelines that cmphasize 
that access shou Id not be granted un lt!ss the 
proper level of approvals are obtained prior to 
granting access and require campus security 
admimstrators to ensure proper approvals are 
obtamed. 

UH Develop an annual review process. as pait the 
annual nsk assessment for cnt1cal systems, 
that includes a review of access, database 
security profiles, database system account 
passwords. and pnvileged access to the 
database and operating system 

UH R eview the TAC 202 Secunty Controls 
Catalog updates regarding password policy 
settings. when published. and modify UI-IS 
password policies. as approp1iate 

UH Evaluate database security profiles and 
modify password settings, as appropriate. to 
help ensure UHS complex password 
requirements are followed 

Status 

Action Complete 

Actin11 Complete 

Actio11 Complete 

Partial�v /111ple111e111ed - Updated Management's 

Response: An annual review process has been 
developed to review access, database security 
profiles, database system account passwords. and 
privileged access to the database and operating 
system_ We expect to 11nplement the process by 
August 1, 2020 

Actio11 Com{llete 

Actin11 Complete 
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Internal 

Audit 
Report 
N!!_mber 

IT2019-0 I 

IT2019-0 I 

112019-0 I 

R!'ll9r! Title 

UI-IS Review or Oracle 
PeopleSoft System 

Ul !S Review or Oracle 
PcopleSoit System 

lll-lS Review of Oracle 

l'eoplcSoll System 

Action Total 

No. Actions 

7 9 

9 

9 l) 

Est. 

University of Houston System 

Internal Auditing Department 

Follow-up Status Report 

as of December 31, 2019 

Compl. Responsibility For Action 

Oat� Name/ Title Entity Action To Be Taken Status 

10/31/2019 

10/31/2019 

10/31/'.'019 

Risk Level: High Medium Low 

Eric Block 

Director. Fnteqmse 

Systems 

Eric Block 

Director, l!ntcrpn�I: 

Systems 

Keith Marlin 

i\ Vi'/i\ VC U IT 

Enteq,risc Systems 

UH 

Lil-I 

UH 

Review database system accounts to 

detennine their purpose and lock accounts 

that are not required, 

Implement procedures to h<Jlp ensure 

pusswt)rds for database svsten'l accounts are 

changed ..:very 180 day�. 

Dcve)op a process lO review, up<.lale, ,m<.I 

approve th� Lntcrprisu Sysk1115 PcopkSoli 
Applications !-.wndards and Peoplt:Soll 
Operations Guides 011 an annual basi� to help 

ensur� the pol 1c1cs an: cutTent and provide 

accurate and appropriate gu,dunce, 

,'ktio11 Comph·te 

Action Complete 

Parlia/ly /111pleme11ted - Updated Mana�cmcnt's 
Response: We are in lhe process ofperfonning an 
annual review of the Enterp1ise Systems Standards and 
PeopleSolt Operauons Guides We cxpcc1 to complete 
this revie\v and update and approve the guides. as 
necessary, by March 31, 2tJ20. 

I 
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