
Protect Your  
Online Life

Contact UHS Information Security at security@uh.edu or via phone at 832-842-4695.

1.  Clean Up Your Passwords and Use a Password Manager
     Over time, your passwords may become outdated, insecure, 

or reused across multiple accounts. It’s time to take control.

     Action: Get a Password Manager 
If the thought of reviewing all your accounts feels  
overwhelming, consider using a password manager.  
The password manager not only stores your passwords  
securely but also generates strong ones for you and  
alerts you to weak or duplicate passwords.

2.  Enable Multi-Factor Authentication (MFA)
     Adding an extra layer of protection to your accounts  

can go a long way in preventing unauthorized access.  

     Action: Set Up MFA 
Activate MFA on your key accounts, such as email, banking,  
credit card, and social media profiles. MFA ensures that  
if someone knows your password, they can’t access your 
account without an additional verification step — like a  
code sent to your phone or email.

3.  Review App Permissions 
Many apps and services request access to data they  
don’t need, which can put your privacy at risk.

     Action: Manage Privacy Settings 
Go through the privacy and security settings on your  
apps and accounts. Check if any services have unnecessary 
access to things like your location, contacts, or photos. 
Tighten these settings and consider deleting accounts  
for apps you no longer use.

4.  Update Your Software  
Software updates are not just about adding new  
features — they often include critical security patches  
that protect you from the latest threats.

     Action: Install Software Updates 
Make sure your browser, operating system,  
and apps are up-to-date. 

5.  Back Up Your Data 
Losing important data can be devastating, but a solid  
backup plan can save you from disaster.

     Action: Back Up Your Files
     Use a combination of cloud storage, external hard drives,  

or USB drives to back up your photos, videos, and  
important documents. Having multiple copies in  
separate locations ensures that even if your device  
is lost or damaged, your data stays safe.

6.  Securely Dispose of Old Devices 
Old electronics can be a treasure trove of personal data, 
even after you’ve stopped using them.  

     Action: Delete and Wipe Your Devices 
Before you dispose of or recycle devices, make sure  
to delete all your data and perform a factory reset.  
Remove any memory cards or hard drives to prevent data 
recovery. Consider recycling your devices at a certified 
e-waste facility to ensure they’re disposed of responsibly.

Digital
Spring  

Cleaning A cluttered digital life not only makes it harder 

to find what you need, but it also leaves your 

personal information vulnerable to cyber threats. 

By taking a few simple proactive steps, you can 

significantly improve your online security and 

peace of mind.

By taking these six steps, you can reduce your risk of falling victim to scams or data breaches,  
and you’ll feel more secure in your digital life. Happy Spring Cleaning!


